Technology Policies and Procedures

Why Policies are Important

Complete and comprehensive technology policies are necessary, not only to communicate clinic expectations clearly to staff, but to protect the clinic.  For example, a California company was recently forced to settle a lawsuit filed by four employees claiming they were sexually harassed via the company's email system.  The incident may have been averted, and more than two million dollars saved, if the company’s management had instituted simple precautionary measures, such as implementing and enforcing an email policy.  Technology policies and procedures, properly administered, can often mitigate or eliminate risk and help address common workplace issues.

Lawsuits are not the only problems clinics can encounter.  Anytime employees can access email or the Internet, the organization is at risk of a broad range of potential and costly liabilities.  For example, clinics working toward HIPAA compliance fear the loss or exposure of confidential information.  Data can be exposed to email viruses, and untold productive hours can be lost surfing the Web for information unrelated to jobs.

Internet access is only one technology service that needs protecting.  An Internet usage policy is the first battle in the seemingly never-ending war to protect employees and maintain efficiency.  There is no single product—indeed, no single protocol—that provides complete protection and all the equipment necessary to enforce an organization’s policies and procedures.  Clinics must manage a variety of issues beyond Internet usage.

Security concerns extend beyond the network to physical aspects, such as the upkeep of company equipment. There is also a vast amount of offline data that must be protected.

Faced with problems like this, technology and Internet usage policies are the best lines of defense clinic managers can adopt.  Not only are they proactive steps that help set necessary alarms, but they also provide guidance for disciplinary action.  Such policy-based management has caught on as an effective method for reducing administrative costs, tightening security, and helping troubleshooting efforts. Technology policies need to address all of these issues, not only to avoid disaster, but to know what to do if and when disaster does strike.

Policies in this document deal not only with technical security issues, such as viruses and the privacy of protected, confidential information, but also for more general management issues, such as network passwords and unauthorized software use.  This document also addresses the actions supervisors can take when policies are not adhered to.

Clinic Technology Policies
The following technology policies and procedures are reevaluated and revised twice a year, or as required.  Every staff member is expected to read these policies and comply with them.  If there are any questions or concerns they should be raised with your supervisor or Executive Director.  After reading these policies sign and date this document to represent that you have read and understand the policies.

Clinic Technology Policies include:

1. Internet / Email Policies

1.1. Internet / Email Acceptable Use

1.2. Downloads and Executables

1.3. Peer-to-peer File Sharing and Streaming Media

1.4. Internet Messaging

2. Security Policies

2.1. Computer Viruses

2.2. Physical Security

2.3. Passwords

2.4. Backup

2.5. Continuance

2.6. Data retention  (HIPAA)

3. Acknowledgement of Policies

3.1. Signature Page

Date issued: 3-24-2005

Revised: 3-24-2005

Authorized by: the Executive Director

Next scheduled review: 9-2005

1. 
Internet and Email Policies

1.1 
Internet/Email Acceptable Use 

The Internet is a very large, publicly accessible network that has millions of connected users and organizations worldwide.  This policy specifically covers two of the most popular features of the Internet; email and the web.

Access to the Internet is provided to employees for the benefit of clinic staff in the pursuit of the mission.  Employees are able to connect to a variety of information sources containing data and resources that can make a difference for our patients.  Conversely, the Internet is also replete with distractions, risks, and inappropriate or inaccurate material.  To ensure that all employees are responsible and productive Internet users and to protect the company’s interests, the following guidelines have been established for using the Internet and email.

The clinic provides its staff with Internet access and telephone communications services as required for the performance and fulfillment of job responsibilities.  These services are for the purpose of increasing productivity and not for non-business activities.  Occasional and reasonable personal use of clinic Internet, email, and telephone services are permitted, provided that this does not interfere with work performance.  These services may be used outside of scheduled hours of work, provided that such use is consistent with professional conduct. Users should have no expectation of privacy while using company-owned or company-leased equipment. Information passing through or stored on company equipment can be monitored.

Violations of Internet and email use include, but are not limited to, accessing, downloading, uploading, saving, receiving, or sending material that includes sexually explicit content or other material using vulgar, sexist, racist, threatening, violent, or defamatory language. Users should not use clinic services to disclose data or patient information except as required to do clinic work or without prior authorization.  Illegal activities and business activities unrelated to clinic are not to be conducted on company resources. Infringements of this policy will be investigated on a case-by-case basis.  Violations can result in suspension of privileges, probation, or termination.

Acceptable Use

Employees using the Internet are representing the company.  Employees are responsible for ensuring that the Internet is used in an effective, ethical, and lawful manner. Examples of acceptable use are:

1. Using Web browsers to obtain business information from appropriate Web sites.

2. Accessing online databases for job related information and resources.

3. Using email to maintain business contacts.  

Unacceptable Use

Employees must not use the Internet for purposes that are illegal, unethical, harmful to the clinic, or nonproductive.  Examples of unacceptable use are:

1. Sending, forwarding, or otherwise exposing protected confidential patient data.

2. Broadcasting email, i.e., sending the same message to more than 10 recipients or more than one distribution list.

3. Conducting a personal business using company resources.

4. Transmitting any content that is offensive, harassing, or fraudulent.

5. Using your clinic email address while using the Internet for authorized activities not related to clinic business.  This includes, but is not limited to the use of your clinic email address as a web site login, as a contact address when making a purchase or registering at a site, or when joining an email list.

Personal Use

At the discretion of their supervisors, employees may use the Internet for personal reasons before or after their shift, or during their lunch break.  Any personal use must conform to the acceptable use parameters defined in this policy.

1.2 
Downloads and Executables

File downloads from the Internet are not permitted unless specifically authorized in writing by the Executive Director.  This includes all executable programs (.exe) and browser add-ons not included in the list of clinic acceptable software programs.

Employee Responsibilities

An employee who uses the Internet or Internet email shall:

1. Ensure that communications are for professional reasons and that they do not interfere with productivity.

2. Be responsible for the content of all text, audio, or images that are placed or sent over the Internet. All communications should have the employee’s name attached.

3. Not transmit copyrighted materials without permission.

4. Know and abide by all applicable clinic policies dealing with security and confidentiality of protected medical information and patient records.

5. Do not disable the virus scan program as configured on any workstation, or prevent real time virus scans to be done on any file including executables, email, and attachments received through the network/Internet.

6. Avoid transmission of nonpublic information. If it is necessary to transmit nonpublic information, employees are required to take steps reasonably intended to ensure that information is delivered to the proper person who is authorized to receive such information for a legitimate use.

Copyrights

Employees using the Internet are not permitted to copy, transfer, rename, add, or delete information or programs belonging to others unless given express permission to do so by the owner. Failure to observe copyright or license agreements may result in disciplinary action by the company and/or legal action by the copyright owner.

Monitoring

All messages created, sent, or retrieved over the Internet are the property of the company and may be monitored.  The clinic reserves the right to access the contents of any messages sent over its facilities if the company believes, in its sole judgment, that it has a appropriate reason to do so.

All communications, including text and images, can be disclosed to law enforcement or other third parties without prior consent of the sender or the receiver.  This means don’t put anything into email messages that you wouldn’t want to be required to explain in a court of law.

1.3    Peer-to-peer File Sharing and Streaming Media 

The use of clinic computers, networks, or software to engage in peer-to-peer file sharing or streaming media for personal use is strictly prohibited.  These activities are not related to our mission, they consume valuable resources, and they expose clinic to unnecessary security and liability risks.  

Employee responsibilities

An employee who uses the Internet or Internet email shall:

1. Refrain from downloading and installing software to facilitate peer-to-peer file sharing or streaming media.
2. Not transmit copyrighted materials without permission.

3. Know and abide by all applicable clinic policies dealing with security and confidentiality of protected medical information and patient records.

Copyrights

Employees using the Internet are not permitted to use peer-to-peer file sharing or streaming media to copy, transfer, rename, add, or delete information or programs belonging to others unless given express permission to do so by the owner. Failure to observe copyright or license agreements may result in disciplinary action by the company and/or legal action by the copyright owner.

Monitoring

Clinic will monitor the software that is installed on computer workstations to ensure that unauthorized software is not installed.

1.4
 Internet Messaging

The use of clinic computers, networks, or software to engage in Internet messaging (IM) is restricted to staff members required to do so as part of their job responsibilities as assigned by their supervisor.  Authorized use is limited explicitly to communications between clinic staff and consortia personnel.  Use of Internet messaging for personal use is strictly prohibited.  

Employee responsibilities

An employee who uses the Internet or Internet email shall:

1. Unless authorized by your supervisor, refrain from downloading and installing software to facilitate Internet messaging.
2. Notify your supervisor if a mission-related need arises that requires that you use Internet messaging.  
3. Know and abide by all applicable clinic policies dealing with security and confidentiality of protected medical information and patient records.

Monitoring

The clinic will monitor the software that is installed on computer workstations.  In the event that permission is granted to use Internet messaging software for mission-related work, all messages created, sent, or retrieved over the Internet are the property of clinic and may be monitored.  The clinic reserves the right to access the contents of any messages sent over its facilities if the company believes, in its sole judgment, that it has a appropriate reason to do so.

2. 
Security Policies

2.1
Computer Viruses

It is the responsibility of everyone who uses the clinic computer network to take reasonable measures to protect that network from virus infections.

There are actually three various types of computer viruses: true viruses, Trojan horses, and worms. True viruses actually hide themselves, often as macros, within other files, such as spreadsheets or Word documents.  When an infected file is opened from a computer connected to the clinic network, the virus can spread throughout the network and may do damage. A Trojan horse is an actual program file that, once executed, doesn't spread but can damage the computer on which the file was run. A worm is also a program file that, when executed, can both spread throughout a network and do damage to the computer from which it was run.

Viruses can enter the clinic network in a variety of ways:

1. Email—By far, most viruses are sent as email attachments. These attachments could be working documents or spreadsheets, or they could be merely viruses disguised as pictures, jokes, etc. Someone who does not know the attachment contains a virus may have knowingly sent by someone wanting to infect a network or these attachments. However, once some viruses are opened, they automatically email themselves, and the sender may not know his or her computer is infected.

2. Disk, CD, Zip disk, or other media—Viruses can also spread via various types of storage media. As with email attachments, the virus could hide within a legitimate document or spreadsheet or simply be disguised as another type of file.

3. Software downloaded from the Internet—Downloading software via the Internet can also be a source of infection. As with other types of transmissions, the virus could hide within a legitimate document, spreadsheet, or other type of file.
4. Instant messaging attachments—Although less common than email attachments, more viruses are taking advantage of instant messaging software. These attachments work the same as email viruses, but they are transmitted via instant messaging software.
Note:  Clinic policies on executables and Instant Messaging do not allow use of these services unless the Executive Director has explicitly allowed them in writing.

Responding to a Virus

Even though all Internet traffic is scanned for viruses and all files on the company’s servers are scanned, the possibility still exists that a new or well-hidden virus could find its way to an employee’s workstation, and if not properly handled, it could infect the clinic network.

The IT Liaison will attempt to notify all users of credible virus threats via email or telephone messages. Because this notification will automatically go to everyone in the organization, employees should not forward virus warning messages. On occasion, well-meaning people will distribute virus warnings that are actually virus hoaxes. These warnings are typically harmless; however, forwarding such messages unnecessarily increases network traffic.

As stated, it is the responsibility of all clinic network users to take reasonable steps to prevent virus outbreaks. Use the guidelines below to do your part:

1. Do not open unexpected email attachments, even if they appear to be from coworkers.

2. Never open an email or instant messaging attachment from an unknown or suspicious source.

3. Never download freeware or shareware from the Internet without express permission of the Executive Director.

4. If a file you receive contains macros that you are unsure about, disable the macros.

If you receive a suspicious file or email attachment, do not open it. Contact the IT Liaison and inform them that you have received a suspicious file.  She will contact the network technology consultant who will explain how to handle the file.

If the potentially infected file is on a disk that you have inserted into your computer, the antivirus software on your machine will ask you if you wish to scan the disk, format the disk, or eject the disk. Eject the disk and contact the IT Liaison, who will contact the network consultant to determine how to handle the disk.

After the network consultant has neutralized the file, send a note to the person who sent/gave you the file notifying them that they sent/gave you a virus.  (If the file was sent via email, the antivirus software running on our email system will automatically send an email message informing the sender of the virus it detected.)

If the file is an infected spreadsheet or document that is of critical importance to clinic, the clinic network consultant will attempt to scan and clean the file.  There can be no guarantees as to whether an infected file can be totally cleaned.

Computer viruses are programs designed to make unauthorized changes to programs and data.  Therefore, viruses can cause destruction of corporate resources.  It is important to know that:

1. Computer viruses are much easier to prevent than to cure.

2. Defenses against computer viruses include protection against unauthorized access to computer systems, using only trusted sources for data and programs, and maintaining virus-scanning software.

Clinic Responsibilities

The clinic shall:

1. Install and maintain appropriate antivirus software on all computers.  The clinic currently uses Symantec Antivirus Corporate Edition v 8.1 in managed mode.

2. Respond to all virus attacks, destroy any virus detected, and document each incident.

3. Keep this policy current so it reflects current threats against the clinic network, and support all users in the event they encounter a virus.

Employee Responsibilities

All employees will comply with the following directives:

1. Employees shall comply with clinic policy on how virus software is to be run on the computers they use, including fully running regular scans and scanning all new files introduced to a clinic computer by email, CD-ROM, diskette, or any other source.  Do not disable any of the features of the Symantec Antivirus Corporate Edition installed on the clinic network.

2. Employees shall not knowingly introduce a computer virus into company computers.

3. Employees shall not load diskettes or files of unknown origin.

4. Incoming diskettes and files shall be scanned for viruses before they are read.

5. Any staff member who suspects that his/her workstation has been infected by a virus shall IMMEDIATELY POWER OFF the workstation and call the IT Liaison.

2.2
Physical Security

It is clinic policy to protect computer hardware, software, data, and documentation from misuse, theft, unauthorized access, and environmental hazards.

Employee Responsibilities

The directives below apply to all employees:

1. All computer hardware, software, peripherals, data, and related technology assets are the property of clinic.  The Executive Director or her designee will have the right to reclaim physical possession of any clinic technology asset at any time, at her discretion.  All clinic technology assets must be returned to the organization immediately upon voluntary or involuntary termination.

2. Media should be stored out of sight when not in use. If they contain highly sensitive or confidential clinic or patient data, they must be locked up.

3. Media should be kept away from environmental hazards such as heat, direct sunlight, and magnetic fields.

4. Critical computer equipment, e.g., file servers, must be protected by an uninterruptible power supply (UPS). A surge suppressor should protect other computer equipment.

5. Environmental hazards to hardware such as food, smoke, liquids, high or low humidity, and extreme heat or cold will be avoided.

6. Since the technology consultant, under the supervision of the Technology Operations Team, is responsible for all equipment installations, disconnections, modifications, and relocations, employees are not to perform these activities. This does not apply to temporary moves of portable computers for which an initial connection has been established.

7. Employees shall not take shared portable equipment such as laptop computers out of the plant without the informed consent of the IT Liaison. Informed consent means that the IT Liaison knows what equipment is leaving, what data is on it, and for what purpose it will be used.

8. Employees should exercise reasonable care to safeguard the valuable electronic equipment assigned to them.  Employees who neglect this duty may be accountable for any loss or damage that may result.

9. Any incident that has potential implications on clinic data security must be immediately reported to the Executive Director.  

Scope

This directive applies to all technology assets, including software and hardware that is owned by clinic, licensed to clinic, or developed using clinic resources by employees or vendors.

Clinic Responsibilities

The Tactical Technology Operations Team will:

1. Maintain complete records of hardware, peripherals, and software licenses owned by clinic.  Contacts with vendors, both requests and responses, will be logged.  This includes requests for support.

2. Maintain an inventory of all computers and related technology equipment

3. Periodically (at least annually) scan company computers to verify that only authorized software is installed.

Employee responsibilities

Employees shall not:

1. Install software unless authorized by the Tactical Technology Operations Team. Only software that is licensed to or owned by clinic is to be installed on clinic computers.

2. Copy software unless authorized by a Tactical Technology Operations Team member.

3. Download software unless authorized by a Tactical Technology Operations Team member.

4. Remove hardware or software media owned by clinic from the premises without the direction or permission of the Executive Director or a member of the Tactical Technology Operations Team.

2.3
Passwords

Overview

This policy outlines the handling, responsibilities, and scope of passwords for the protection of clinic.  The objective is to enable staff to perform their tasks with technology that is in good operating condition while appropriately addressing the HIPAA-related security and privacy issues.  These measures also provide clinic management with the tools needed to enforce accountability, promote data quality, and identify training opportunities.

The confidentiality and integrity of data stored on company computer systems must be protected by access controls to ensure that only authorized employees have access. This access shall be restricted to only those capabilities that are appropriate to each employee’s job duties.  Since access levels will be tailored to the user’s role in the clinic, the possible implications of inappropriate access are very serious.

The greatest threat to clinic from an inadequate password policy is internal.  External exploitation of systems with lost or stolen passwords is rare.  What is far more common is that a staff member leaves their computer without logging off, and someone else continues using the system.  The computer system that logs activities will attribute everything that happens in this session to the staff member who originally logged in.  This leaves both the organization and its staff at risk.  As a result, clinic has developed the following password policies.

Password handling

Passwords for all systems are subject to the following rules:

· No passwords are to be spoken, written, emailed, hinted at, shared, or in any way known to anyone other than the user involved. This includes supervisors and personal assistants.

· No passwords are to be shared in order to "cover" for someone out of the office. Contact the IT Liaison, and they will create a temporary account if there are resources you need to access.

· Passwords are not to be your name, address, date of birth, username, nickname, or any term that could easily be guessed by someone who is familiar with you.

· Passwords are not be displayed or concealed on your workspace.

Systems involved
This clinic policy will address the passwords for the following technology systems with their rules:

· Network / client operating system: Windows username and password (Users will automatically be prompted at a login to change the password as needed, to be determined by the Tactical Technology Operations Team in consultation with the Strategic Technology Committee.)

· Computer BIOS password: Hardware-level access to your computer (This password is set by the network administrator and will not automatically change.)

· Clinical and related systems.  Clinical passwords to enter the production system (Users will be prompted to change this password every 90 days.)

User Login Convention

All new clinic users will be assigned logins based on the following convention:

First initial of the first name, full last name

Users with established logins may keep them in place until further notice.  

Support

All clinic users are to contact the IT Liaison for support of the password policy.  Direct your questions and suggestions to them and support our efforts to keep our resources secure.

Administrative Passwords

Administrative passwords are subject to stringent composition, frequent change, and limited access. This includes passwords for routers, switches, WAN links, firewalls, servers, Internet connections, administrative-level network operating system accounts, and any other technology resource.  Passwords for administrative resources must meet the following criteria:

· Password is at least 10 characters long.

· Password contains mixed case.

· Password contains at least three non-alphanumeric characters.

· Password contains at least two numbers.

Tactical Technology Opewrations Team Responsibilities

The Tactical Technology Operations Team, working with clinic technology consultants, shall be responsible for the administration of access controls to all company computer systems.  The IT Liaison will determine and process user log ins to reflect their role in the organization.

The Tactical Technology Operations Team will maintain a list of user log ins, administrative access codes, and passwords and keep this list in a secure area.  Employees and consultants are required to make such information available to the IT Liaison.

Managers and supervisors will notify the IT Liaison promptly whenever an employee leaves clinic so that access can be revoked.  Involuntary terminations must be reported to the IT Liaison, and access revoked concurrent with the termination.

The Tactical Technology Operations Team have the responsibility to enforce this policy. This can be done through systematic means (with the assistance of the clinic’s network consultants) and interaction with users.

· Consultants and staff will keep all passwords and user names for clinic systems, networks, software, and equipment logged in documentation that is to be kept in the possession of the Tactical Technology Operations Team.  

· Consultants and staff will follow the guidelines for password composition as closely as possible.

· Passwords and user names are to be confidential.  Consultants and staff are not allowed to share these passwords and user names except as required for the effective use and management of clinic technology resources.

Clinic consultants and users are responsible for complying with this policy.

Staff Responsibilities

Each staff member:

1. Shall be responsible for all computer transactions that are made with his/her User ID and password.

2. Shall not disclose passwords to others.  Passwords must be changed immediately if it is suspected that they may have become known to others.  Passwords should not be recorded where they may be easily obtained.

3. Will change passwords as requested by the system.

4. Should use passwords that will not be easily guessed by others.

5. Must log out when leaving a workstation for an extended time, including for a designated break or lunch period.

6. Should not assume a session initiated by another user.

2.4
Backup

Clinic staff will store their personal files in the network folder that has been assigned to them.  Clinic workstations and network are set up to allow files to be saved to this network user folder located on our file server.  User files stored on their assigned network folder will be backed up nightly.  Files not stored in this way will not be backed up and are at risk of loss in the event of hardware failure.  

2.5
Continuance

These policies are living documents and may be modified at any time by the Executive Director.  Staff will be informed of changes in clinic policy, and will be expected to observe the revised policy upon its announcement.  Employees will be presented a current version of this handbook annually at the time of their personnel review.  All staff members will be asked to read the handbook, including the policies and procedures, and acknowledge their receipt in writing.

2.6
HIPAA / Data Retention Policy

Clinic staff may have access to varying levels of data, including HIPAA protected patient data, as required for the performance and fulfillment of job responsibilities.  All clinic data is owned in full by the organization, and is subject to HIPAA rules and regulations and the clinic HIPAA policies and procedures.

Infringements of this policy will be investigated on a case-by-case basis.  Violations can result in suspension of privileges, probation, or termination.

Acceptable Use

Employees may access clinic data in a way that is consistent with their role and job description.  The following are examples of acceptable uses if clinic data:

1. Registering patients, scheduling appointments, billing payers, and tracking referrals as appropriate to your role in the clinic.

2. Using individual patient data without personal identifiers to develop reports that will inform better health outcomes, clinic practice, or public policy.

Unacceptable Use

Employees must not use clinic data for purposes that are illegal, unethical, harmful to the clinic, or nonproductive.  Examples of unacceptable use are:

1. Sending, forwarding, or otherwise exposing protected confidential patient data.

2. Removing data from clinic premises without authorization.

3. Using clinic data for personal business or for outside sale or distribution.

Downloads

Sharing clinic data is not permitted unless specifically authorized in writing by the Executive Director or a member of the Tactical Technology Operations Team.  

Employee Responsibilities

An employee who has access to clinic data shall:

1. Know and abide by all applicable clinic policies dealing with security and confidentiality of protected medical information and patient records.

2. Not remove clinic data from the network without the explicit direction of the Executive Director or IT Liaison.

3. Avoid transmission of nonpublic information. If it is necessary to transmit nonpublic information, employees are required to take steps reasonably intended to ensure that information is delivered to the proper person who is authorized to receive such information for a legitimate use.

3.
Acknowledgment of Information Technology Systems Policies
This form is used to acknowledge receipt of, and compliance with, clinic technology policies and procedures.

Violations
Violations may result in disciplinary action in accordance with company policy. Failure to observe these guidelines may result in disciplinary action by the company depending upon the type and severity of the violation, whether it causes any liability or loss to the company, and/or the presence of any repeated violation(s).

Manager responsibilities
Managers and supervisors must:

1. Ensure that all appropriate personnel are aware of and comply with this policy.

2. Create appropriate performance standards, control practices, and procedures designed to provide reasonable assurance that all employees observe this policy.

Procedure
Complete the following steps:

1. Read the clinic Technology Policies and Procedures

2. Sign and date the attached form in the spaces provided below.

3. Return to your supervisor.

Acknowledgement of Receipt and Understanding of Clinic Technology Policies and Procedures

Signature
Your signature indicates that you have read the clinic Technology Policies and Procedures. Signing this document does not mean that you agree with each and every provision of every policy. However, it does mean that you will abide by the regulations set forth in the document.  

By signing below, I agree to the following terms:

1. I have received and read a copy of the clinic Technology Policies and Procedures, understand the same; and agree to abide by them.

2. I understand and agree that any computers, software, and storage media provided to me by the company contains proprietary and confidential information about clinic and its patients or its vendors, and that this is and remains the property of clinic at all times.

3. I agree that I shall not copy, duplicate (except for backup purposes as part of my job), otherwise disclose, or allow anyone else to copy or duplicate any of this information or software.

4. I agree that, if I leave clinic for any reason, I shall immediately return to the company the original and copies of any and all software, computer materials, or computer equipment that I may have received from the company that is either in my possession or otherwise directly or indirectly under my control.

Employee signature:

Employee name:


Supervisor signature:

Date:
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